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Institute of Biomedical Engineering
(IEB-UFSC) - Floriandpolis/Brazil

Main areas:
- Clinical Engineering;
- Biomedical Instrumentation;
- Bioengineering;
- Informatics in Health




Medical Devices in Home Care

Presence of Medical Devices beyond hospital environments
Many users are new using the Health Technologies, no previous experience

Incorrect use can lead to inappropriate decision-making, causing adverse event

> According to WHO, 2023, around “1 in every 10 patients is harmed in health care and more than 3
million deaths occur annually due to unsafe care. In low-to-middle income countries, as many as 4

in 100 people die from unsafe care. Above 50% of harm (1 in every 20 patients) is preventable.”

Management of adverse events is essential to patient safety using Medical Devices
such as pacemakers, stents, blood pressure monitors, glucometers, insulin pumps,
respirators, nebulizers, thermometers, oximeters, among others.

Clinical Engineering in the Health Technology Management (HTM)
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EXECUTIVE BRIEF

Executive Brief

ECRIis providing this Executive Brief describing its 2024 Top 10 list of health technology

hazards to inform the healthcare community about key safety issues involving the use of

Top 10 Health

The List for 2024

Technology

. Medical Devices May Pose Usability Challenges for Home Users, Risking Misuse

and Patient Harm

Hazards for 2024 2

. Sterile Drug Compounding without the Use of Technological Safeguards

Expert Insights from ECRI’s Device Evaluation Program

www.ecri.org

Inadequate or Onerous Device Cleaning Instructions Endanger Patients

Increases the Risk of Medication Errors

. Overlooked Environmental Impacts of Patient Care Endanger Public Health

. Insufficient Governance of Al Used in Medical Technologies Risks Inappropriate

Care Decisions

. Ransomware Targeting the Healthcare Sector Remains a Critical Threat
. Increased Burn Risk with Single-Foil Electrosurgical Return Electrodes
. Infusion Pump Damage Remains a Medication Safety Concern

. Poor QC of Implantable Orthopedic Products Can Lead to Surgical Delays and

= The Most Trusted 10.
> Voice in Healthcare

Patient Harm

Third-Party Web Analytics Software Can Compromise Patient Confidentiality
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Executive Brief
ECRI’s 2025 Top 10 Health Technology Hazards report identifies potential sources of
EXECUTIVE BRIEF B S A
danger involving the use of medical devices and systems. Further, the report offers
practical recommendations for reducing the identified risks, all with the goal of preventing
T H l h harm. ECRI is providing this Executive Brief version of the report to inform the healthcare
o p 1 0 ea t community about these key safety issues.
Technology Y 3 The List for 2025

. Risks with Al-Enabled Health Technologies
Hazards for 2025 .

. Unmet Technology Support Needs for Home Care Patients

1

2

3. Vulnerable Technology Vendors and Cybersecurity Threats
Expert Insights from ECRI’s Device Evaluation Team | 4. Substandard or Fraudulent Medical Devices and Supplies
www.ecri.org 5. Fire Risk in Areas Where Supplemental Oxygen Is in Use

6. Dangerously Low Default Alarm Limits on Anesthesia Units

7. Mishandled Temporary Holds on Medication Orders

8

. Infection Risks and Tripping Hazards from Poorly Managed
Infusion Lines

9. Skin Injuries from Medical Adhesive Products
§, EC R | The Most Trusted 10. Incomplete Investigations of Infusion System Incidents

Voice in Healthcare
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@ Don't use technology ‘ Use technology

Usability Techniques to
identify the main problems
involving Medical Devices

@ Questionnaire (surveys)
Interview .

User perspective of
their interaction with
technology

Focus groups .
Q Delphi method

Usability testing

Observational analysis . Heuristic Evaluation

Usage error analysis
Task analysis
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Qualitative i Quantitative
approach Mixed Approach Approach

(depends on each survey)

Reference: (Brandao, 2024)



(p2Y U.S. FOOD & DRUG

ADMINISTRATION

Home | Food | Drugs | Medical Devices | Radiation-Emitting Products | Vaccines, Blood & Biologics

Manufacturer and User Facility Device Experience
(MAUDE) Database

FDA Home Medical Devices Databases

SEARCH

Animal & Veterinary | Cosmetics | Tobacco Products

[ W

The MAUDE database houses medical device reports submitted to the FDA by mandatory reporters °"!°§1%ﬂ§§‘,§’ ES0e
(manufacturers, importers and device user facilities) and voluntary reporters such as health care +» De Novo
professionals, patients and consumers. » CDRH Export Certificate Validation
Learn More (CECV) . .
» CDRH FOIA Electronic Reading
Room
» CFR Title 21
Search Database Help %) Download Files * CLIA o
* Device Classification
Product Problem [ V] » FDA Guidance Documents
» Humanitarian Device Exemption
Product Class l v‘ » Medsun Reports

Event Type V| Manufacturer [ ‘
Brand Name [ Product Code Summary Report

Date Report Received b
FDA (m,‘;./dd/yyyy) ! [02/01/20 to [02/28/20| PMA/510K Number

Go to Simple Search 10 | Records per Report Page Clear Form -

Conducting searches in the MAUDE Database

» Premarket Approvals (PMAs)

* Post-Approval Studies

» Postmarket Surveillance Studies

» Radiation-Emitting Products

» Radiation-Emitting Electronic
Products Corrective Actions

* Recalls

» Registration & Listing

» Standards

» Total Product Life Cycle

» X-Ray Assembler

The Manufacturer and User Facility Device Experience (MAUDE) database is a searchable database of medical device reports (MDRs) of adverse events involving
medical devices over the last ten years. Reports older than ten years are provided on the FDA's MDR Data Files webpage.

The MAUDE database:
* Is updated every month to include reports received through the last day of the previous month.

» May not include reports made according to exemptions, variances, or alternative reporting requirements granted under 21 CFR 803.19 prior to June 2019.
However, these reports, as well as reports older than ten years, can be found on the MDR Data Files webpage.

* Includes a simple search and an advanced search.

+ Simple search allows the user to search on any terms that appear in an MDR received by the FDA in a selected year.
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Top 20 Medical Devices with more notifications in MAUDE/FDA

600000 A

DZE - Endosseous dental implant

QBJ - Integrated Continuous Glucose Monitoring System
500000 -

QFG - Alternate Controller Enabled Insulin Infusion Pump
OZP - Automated Insulin Dosing Device System

400000 1 BZD - Noncontinuous Ventilator

FRN - Infusion Pump

300000 FPA - Intravascular Administration Set

QLG - Continuous Ventilator
LGW - Stimulator, spinal-cord
2000007 FTR - Prosthesis, breast

DTB - Permanent Pacemaker Electrode

100000 A LWS - Implantable Cardioverter Defibrillator
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= Ageéncia Nacional de Vigilancia Sanitaria - Anvisa 0 que vocé procura? Q

220.167 34.959 185.208 196.653 19.667 3.847
_ 84.12% 89.32% 8.93% 1.75%

Total de notificagbes por ano Tipo de notificagbes Produto motivo
3 Té to f
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Anvisa Top 10 - Notifications in Medical Equipment (2019 - 2024)

Infusion pump

Robotic surgical system

) o ) ) ) Multi-purpose device for
Anvisa Top 5 Notifications in Medical Devices (2019 - 2024) aesthetics
8000
Glucose self-test instrument

6000 Implantable pulse generator

for neurostimulation

Deep Brain Electrical
Stimulation System

Self-test for Interstitial Fluid
Glucose Monitoring
(Percutaneous)

4000

Anvisa

2000

Electrode Cable for
Endocardial Defibrillation

Fluid reservoir Catheters Not provided Disposable Dental implants Implantable Defibrillator for
syringes cardiac resynchronization
therapy

Not provided

0 500 1000 1500 2000
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Development = i) Manufacturing

-
Analyzing Adverse Events associated with -" Pre-market —
o o o Ideation Distribution
medical devices used in home care throughout

of human factors in
the lifecycle of health

the life cycle is essential to identify problems
and establish strategies to mitigate risks and

Post-market

make healthcare environments safer. m weEw——

Use memezzzoommmmmmo-- Inventory 3
v \‘ !
~ /,
Training -

Reference: (Brandao, 2024)
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Finals Considerations

Clinical Engineering in Medical Devices used in Home Care:

- Real-world data (RWD) in Technovigilance: To identify problems involving Medical Devices

- Living Lab: Interaction with differents actors (health professionals, users, university, industry, government)
- Develop User-centered technologies

- Usability and Accessibility: Considering different users

- Metrology: Ensure reliability

- Subnotification: Highlights the need to encourage the reporting adverse events to generate evidence

- Analysing the causes and effects is a relevant tool for the HTM to create preventive actions.

- Education / training: Develop guidance resources to meet different user profiles

- Connectivity, Cybersecurity and data security

- Predictive Management of Health Technology Process in all lifecycle: Ubiquitous scenarios
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Importance to analyze adverse
events in medical devices used
in Home care to mitigate risks
and improve health safety.
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Thank you!

marianaribeirobrandao@gmail.com
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